
The return of energy security
Energy security has risen up the global political agenda during the past few years. There 
are many reasons for this: rapid increases in oil and gas prices, particularly in 2008 before 
the recession hit; heightened awareness of terrorism in the wake of 9/11; the war in Iraq; 
and the blackouts that have hit several electricity networks – particularly in summer 
2003.

Energy security is not a new issue. It dominated the energy policy debates of the 1970s 
and early 1980s – and in some countries, it never really went away. However, its return 
to the top of energy policy agendas has consequences for other priorities. There is now 
an imperative for radical action on a global scale in the face of climate change. What 
does a renewed emphasis on energy security mean for climate change policy? This paper 
explores this question in two ways. First, it unpacks what energy security means, and 
analyses the key security threats to the UK energy system. Second, it assesses the tensions 
and synergies between the climate and security agendas in UK energy policy – and asks 
how these two objectives can be reconciled.

The global prominence of energy security as a critical policy driver is clearly reflected in 
the UK policy debate. According to official government statistics, the UK rejoined the 
club of energy importers in 2004. Supplies of primary energy sources such as coal, oil 
and gas fell below the level of consumption. The UK had previously been a net exporter 
of energy (mainly as a result of North sea oil and gas) for most of the previous 20 years.  
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To compound matters, international prices of oil and other fossil fuels began to rise in the 
early 2000s after 15 years at relatively low levels. In addition, there was increasing anxiety 
about the UK electricity sector – due to the prospect that many existing coal and nuclear 
power plants were due to close in the near future.

This shift in the UK context is very clear when the energy policy White Papers of 2003 
and 2007 are compared. The 2003 White Paper, set out a radical low-carbon vision for 
the future. Four familiar policy drivers were discussed: climate change mitigation, energy 
security, maintaining affordability and tackling fuel poverty. Within this, it was clear that 
climate change mitigation represented the overarching priority for policy. The government 
accepted the recommendation of the Royal Commission on Environmental Pollution that 
the UK should cut its carbon dioxide emissions by 60% from 1990 levels by 2050.

Fast forward only two years and the politics of energy had changed dramatically. In late 
2005, a further review of Energy Policy was announced by Prime Minister Tony Blair. High 
fossil fuel prices and the UK’s return to the status of energy importer were emphasised as 
rationales for this. But at the heart of the change of direction was a desire to have an active 
policy in support of new nuclear power stations. In his speech, Tony Blair said:

  “Round the world you can sense feverish rethinking. Energy prices have risen. Energy 
supply is under threat. Climate change is producing a sense of urgency. I can today 
announce that we have established a review of the UK’s progress against the medium 
and long-term [2003] Energy White Paper goals … It will include specifically the issue of 
whether we facilitate the development of a new generation of nuclear power stations”

The results of the review led to a second energy White Paper in 2007. This document 
still emphasises the importance of climate change mitigation but gives equal weight to 
energy security as a policy driver. This shift in priorities is embodied in the title of the White 
Paper’s first chapter: Energy and climate security – a global challenge. Since publication, UK 
climate change policy has been strengthened further. The Climate Change Act became 
law in November 2008, and includes legally binding targets for reducing all greenhouse 
gas emissions. These include an 80% reduction by 2050 from 1990 levels, and an ambitious 
interim target for 2020. As a recent report by the UK Energy Research Centre has shown, 
meeting these targets is not only a matter of reducing emissions much more steeply than 
in recent years. The task is made even more difficult by the need for a low-carbon energy 
system that is also resilient to a range of energy security threats.

What do we mean by energy security?
Energy security is a multi-dimensional phenomenon. Threats to energy security come 
in many forms. Some threats can disrupt the provision of energy to consumers and 
businesses (e.g. through power blackouts) while others affect the price of energy (e.g. 
price spikes as a result of geopolitical tensions). Threats can be immediate or longer term, 
and can originate from inside or outside the country affected. Furthermore, the impacts 
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of insecurity can be uneven. For example, energy intensive businesses and fuel poor 
households are particularly vulnerable to the effects of high energy prices.

Many threats to energy security are familiar and regularly make headline news. A good 
recent example is the impact of Russia’s disputes with neighbouring countries about 
gas supplies, and the consequent impacts on some European consumers. But there are 
other threats that are less prominent in debates – but have often had a more important 
impact on UK energy security than those that dominate the headlines. For example, the 
UK’s domestic gas infrastructure has suffered several failures in recent years. These have 
had an impact on our gas prices and availability in a way that Russia’s disputes with its 
neighbours have not.

Given this complexity, there is a need to be clear about what the key threats to energy 
security are. This is a pre-requisite for any sensible debate about the extent to which 
measures to reduce greenhouse gas emissions can also strengthen energy security. 
Broadly speaking, threats to energy security can be divided into four main categories.

First, there are potential threats due to fossil fuel scarcity or disruptions to fossil fuel supplies 
from international markets. Many discussions of energy security confine themselves to 
these threats. This tendency is understandable in the light of the pervasive economic 
impacts of fossil fuel price shocks. Most industrialised economies are dependent on fossil 
fuels for the vast majority of their energy needs. Furthermore, the reserves and production 
of these fuels (particularly oil and gas) is highly concentrated in the Middle East and 
Russia. 

The prospect of absolute scarcity of oil has returned to the energy debate in recent years. 
Despite the inaccuracy of many past predictions of a global peak in oil production, the view 
that such a peak is now imminent has gained ground. However, sceptics of the “peak oil” 
argument point out that it stems from a static view of fossil fuel reserves, and downplays 
the impact of fossil fuel prices and extraction technology on future availability. Even if the 
optimists are correct, bodies such as the International Energy Agency acknowledge that 
the era of cheap oil may be over as developers shift to non-conventional reserves.

The second category of threat is closer to home. Energy security can be threatened by a 
lack of investment in national energy infrastructures. Access to energy by consumers does 
not only depend on accessing supplies of primary fuels, but also on timely investment in 
power stations, transmission lines, gas grids and storage facilities. Within the UK debate, 
there has been a particularly prominent debate about the prospect of an “electricity 
gap” as old power plants reach the end of their lives or are closed due to environmental 
regulations. A strong indication has been given by some that a crisis is imminent. However, 
this argument neglects the track record of high investment in new generation capacity 
that has been set since the electricity industry was privatised – and the queue of projects 
under development. 
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Perhaps what lies behind the “electricity gap” rhetoric is the fact that many of the new 
plants being built will burn gas. The UK’s position as a net importer of gas lead to concerns 
that are linked more to the first category of threat. However, there is also a related threat 
to security from underinvestment in the UK gas infrastructure. Analysts such as Jonathan 
Stern argue that the UK debate has neglected home-grown threats to our gas supplies. 
The Rough gas storage facility fire in early 2006 and the disruption to a major North sea 
gas pipeline in 2007 both led to abrupt price increases. There is a case for arguing that this 
was due to a lack of redundancy in the UK’s gas pipeline networks and storage facilities. 
Therefore, action to strengthen the UK gas infrastructure is essential for both gas and 
electricity security.

The third category of threat is due to technology and infrastructure failures. Technical 
failures due to faults or external stresses such as extreme weather are a feature of all large 
infrastructure systems. They are usually absorbed due to redundancy. But if they become 
widespread “class failures”, the consequences can be more serious. A good example of this 
in the UK is the series of faults that affected gas-fired power plants in the 1990s. Ample 
capacity margins meant that the effects could be managed even when these failures 
coincided with the winter demand peak – but only just.

Weather impacts on energy infrastructures can also be serious. The predicted impacts of 
climate change are likely to make them more frequent. The underperformance of France’s 
nuclear power plants in summer 2003 occurred due to intense heat. The reduced output 
from these plants was a contributing factor in the blackout that affected a large part of 
continental Europe at that time. Other examples within this category include the effect of 
hurricanes such as Katrina on offshore oil and gas facilities in the Gulf of Mexico. Reliability 
and redundancy are therefore important features of a secure energy system.

The fourth category includes threats due to domestic activism and terrorism. Threats of 
this kind – particularly non-terrorist ones – are often underplayed. Yet in the last quarter 
of a century, some of the most important threats to UK energy security have taken this 
form. The miners’ strike of 1984/85 caused the electricity industry serious difficulties in 
maintaining supplies. Similarly, the fuel protests of 2001 exposed the vulnerability of 
distribution systems to targeted blockades of just a few key depots. Historically speaking, 
non-fossil energy sources such as renewables and nuclear power have been less vulnerable 
to such disputes. However, nuclear power plants are obvious potential terrorist targets – 
as are other parts of the energy infrastructure such as gas pipelines, LNG terminals and 
oil tankers.

A key message from this analysis of different energy security threats is that there is no 
automatic relationship between a reliance on domestic energy resources and a secure 
energy system. As the Cabinet Office Energy Review of 2002 pointed out:
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 “Experience with coal in the 1970s and 1980s, and the fuel protests of 2000 suggest that the 
equation of “domestic” and “secure” does not always apply. Imports of energy are not necessarily 
less secure than domestic sources”

This runs counter to some political rhetoric which emphasises the need for more 
independence from international sources of energy. Instead, it emphasises energy 
security as being a challenge of interdependency. There are both foreign and domestic 
threats to UK energy security. Equally, improvements to security can be achieved through 
investments in the UK to improve energy system resilience, but also through international 
co-operation. 

Climate security
Before discussing strategies to mitigate these threats to energy security – and their 
compatibility with policies for emissions reduction – there is a further relevant dimension 
of the security debate. Advocates of strong action to reduce global emissions have used 
the likely impacts of climate change on international security to win support for their 
position. These impacts go much wider than energy security. Security in this wider strategic 
sense is often seen as a “top level” international issue which has historically carried more 
weight in policy circles than environmental issues such as climate change.

The use of these security arguments has led some to focus on the notion of climate 
security. This is designed to emphasise the way in which climate change could lead to new 
security threats. In 2004, a leaked report for the Pentagon made international headlines. At 
the time President Bush was repeatedly accused of ignoring climate scientists and siding 
with those seeking to deny any human involvement. The Pentagon analysis warned of 
large disruptions to many advanced societies due to temperature changes, sea level rises 
and resource wars if climate change continued unchecked.

More recently, the climate change adviser to the UK foreign secretary has been at the 
forefront of efforts by the UK to reframe climate change as a security issue. In speeches, 
adviser John Ashton often cites the conflict in Darfur as evidence that climate change is 
already exacerbating conflict and insecurity. In an interview last year with the BBC World 
Service, he argued that:

  “[I]n this resource dependent, resource constrained interdependent global economy we 
can’t enjoy a prospect of food security, water security, energy security unless we also are 
dealing effectively with climate change”

A clear manifestation of such reframing was the United Nations Security Council debate on 
climate change, held in April 2007 and instigated by the UK. In a background paper from 
the UK government, the case for debating climate change in this forum was predicated on 
six climate-related threats to global security. These included border disputes, migration, 
threats to energy security and impacts on the availability of other resources. Not all nations 
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were convinced, however. Many large developing countries argued that this was a step 
too far and argued that the Security Council was not the appropriate forum in which to 
debate climate issues.

Such moves to emphasise the broader security threats that climate change may bring are 
understandable. Reframing climate change as an international security issue may have 
helped to build political support for climate change action in some quarters. However, 
this is not necessary helpful when it comes to understanding the interaction between 
energy security and climate change. Talk of climate security risks conflating these two 
complex sets of issues and could obscure rather than illuminate their interdependencies. 
The geopolitical flavour of climate security discussions also risks reinforcing the common 
tendency to overlook domestic threats to energy security. 

Energy security confronts climate mitigation
Interactions between strategies for climate change mitigation on one hand, and energy 
security on the other, can be illustrated through contemporary examples. In this paper, two 
have been chosen to illustrate some of the ways in which these interactions can play out.

The classic UK example is the plan by utility E.On UK to build a new coal-fired power 
station at Kingsnorth in Kent. From a climate policy point of view, new coal plants like 
this are unacceptable unless they are fitted with equipment to capture carbon emissions 
(carbon capture and storage or CCS) from day one. Otherwise, they would risk increasing 
UK emissions – and would also send a signal to other coal-dependent economies such as 
the US and China that the UK is not really serious about its climate leadership.

From an energy security point of view, building Kingsnorth now without full scale CCS 
makes more sense – at least if analysed superficially. It would use coal, and help to 
compensate for the expected closure of a number of existing coal-fired power stations. 
If constructed alongside a number of similar plants, Kingsnorth would also maintain 
UK energy diversity. These plants would act as a bulwark against overdependence on 
imported natural gas. But does that necessarily mean that the UK’s energy system would 
be better, and more secure, if Kingsnorth goes ahead? The answer is “not necessarily”. 
UK gas supplies are increasingly sourced from a diversity of countries via a diversity of 
supply routes. As noted above, many recent threats to UK gas security have not come 
from abroad – but from problems within our own gas infrastructure. 

A second example is investment in renewable energy. Under an EU agreement, the UK is 
committed to increasing the share of energy sourced from renewables from the current 
low level of 2% to 15% by 2020. On the face of it, this expansion of renewables is good for 
climate mitigation and energy security. Renewable technologies such as wind, solar and 
biomass have low carbon emissions. Many of the investments to meet the 15% target will 
reduce the need for high carbon investments in fossil fuel power plants, gas-fired heating 
systems and petrol-driven cars. Furthermore, the reduction in fossil fuel demand when 
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compared with BAU will reduce the UK’s dependence on these fuels and the exposure of 
the economy to the impacts of volatile prices.

But is renewables investment always a win-win scenario? Again, the answer is not a 
straightforward one. While the security benefits are clear, an expansion of renewables will 
also bring about new security challenges. Illustrative scenarios for the UK target include a 
large role for intermittent renewables – particularly wind power but also solar heating and 
solar electricity. This won’t be a problem in the early years of renewables expansion. The 
UK’s existing energy systems can absorb much more intermittent plants – most studies say 
at least 20% of electricity – without entailing large costs or threats to reliability. However, 
meeting the target is likely to mean well over 30% of electricity from renewables. Some 
additional investment in flexible power generation plants will be necessary to maintain 
system security. This future system is also likely to see large numbers of small scale projects 
in homes, public buildings and businesses. Some electricity distribution companies may 
have to deal with much more complexity in their networks, and to invest in smarter grids 
to prevent technical failures.

Can policy achieve both simultaneously?
These two examples illustrate some of the tensions that could arise between climate 
mitigation and energy security strategies. They also emphasise the multi-dimensional 
nature of energy security. Strategies to mitigate one type of energy security threat 
(e.g. exposure to fossil fuel price volatility) can heighten exposure to other threats (e.g. 
underinvestment in infrastructure) if not thought through carefully.

Of course, there are measures that are much less likely to lead to such tensions. Measures 
to increase energy efficiency and/or reduce energy demand have the virtue of being 
genuine contributors to both climate and security goals. Loft insulation in a fuel poor 
house does not only reduce the exposure of some of the most vulnerable UK citizens to 
risks from high fossil fuel prices, it is also one of the cheapest ways to cut carbon emissions. 
On a more general level, a lower level of energy demand within the UK in the future will 
generally be associated with a lower requirement for complex, resilient infrastructures to 
supply and deliver low carbon energy. 

In cases where such synergies are not so easy to achieve, what should policymakers do to 
resolve the very real tensions that will arise? One way to illustrate this is to return to our 
two examples.

First, the case of new coal-fired plants in the UK: for climate change diplomacy reasons, 
it is essential that the government takes a tough line with Kingsnorth and other new 
coal-fired plants. As the government has recently proposed, all new coal stations must be 
used as demonstration sites for CCS technology. Going further, their operators must be 
compelled to close these plants if they do not scale up their use of CCS to 100% of their 
capacity by 2025. 
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Whether CCS technology is developed successfully or not, there is a clear need to 
strengthen the resilience of the UK gas infrastructure. Gas is used widely for home heating 
and industrial processes – so building power stations that are not gas-fired does not make 
gas security problems go away. Investments to strengthen gas system resilience have 
already been made. The UK is in a relatively good position when it comes to threats such 
as the recent Russia-Ukraine crisis. New LNG terminals and pipelines and diverse sources 
of imports means that it will be a long time before the UK is significantly exposed to 
disruptions to Russian gas supplies. However, there is a clear need for more strategic 
storage in the UK. The UK has only a quarter of the storage capacity of Germany for 
example. Increasing the UK’s capacity will help to guard against disruptions.

With respect to the case of renewables, there are different potential responses to the 
security implications of large-scale deployment. As noted earlier, the most important 
security implications are likely to affect the electricity system. Conventional wisdom 
suggests that significant parallel investments in other forms of power generation 
capacity (often fossil fuel based) is needed to balance and back up intermittent sources 
of renewable electricity. Sometimes, this conventional wisdom exaggerates the extent of 
the need for balancing plant. However, there are limits to the amount of renewables the 
system can absorb before threats to system security become significant.
   
Another way to look at this is to think about more creative ways in which the energy 
system could change as new low carbon technologies – including intermittent 
renewables – are deployed. Smarter grid technologies are now being pioneered by 
countries such as Denmark which can increase the capacity of electricity grids to absorb 
wind power. The way in which electricity and heat are provided to consumers could also 
change – away from the expectation that every single appliance should have a 100% 
reliable supply. Some appliances such as fridges do not need constant electricity 24 hours 
a day, 7 days a week. Other appliances require a more stable supply. My late colleague 
Shimon Awerbuch talked of the need for mass customisation of electricity to take this 
into account. Implementing this in practice is a technical challenge (with a particularly 
large role for IT systems) and also a challenge to established consumer expectations and 
behaviours. One further possibility is that electric vehicles could be used as a source of 
electricity storage. If the current emphasis on these vehicles proves to be more than just 
hype, millions of them could help the system become much more flexible. 

As these examples illustrate, energy security is undoubtedly more important than it was 
just five years ago. High fossil fuel prices, geopolitics and worries about investment have 
all contributed to this shift. Strategies to reduce greenhouse gas emissions are increasingly 
scrutinised to determine their impact on energy system security. Wider concerns about 
security are also more salient for climate policy. The security implications of climate 
change have been used with some success in building the case for urgent action.
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Some strategies to mitigate greenhouse gases are also good for energy security. But 
this statement cannot be generalised. There are very real tensions between these policy 
drivers – and between strategies to deal with different kinds of energy security threat. The 
examples explored here illustrate some of these, and the ways in which they could be 
resolved. In some cases, resolution requires radical innovation – for example to harness 
the power of information technology to make the energy system more flexible and allow 
large scale renewables deployment. In others, investment is required to compensate 
for tough climate policies – for example to strengthen the resilience of UK gas supplies. 
Government needs to put in place clear targeted incentives for innovation and investment 
to take place.

There is a wider policy conclusion from this analysis. The nature of energy security is 
different to climate change mitigation. Mitigation of greenhouse emissions can be 
measured in a relatively straightforward way – so it is clear whether policies are going in 
the right direction. Energy security cannot be measured in this way. It is a combination of 
many attributes which might include the reliability of supplies to consumers, the diversity 
of gas imports, overall import dependency, capacity margins in electricity and the 
exposure of road transport to oil price volatility. Therefore, security needs to be assessed 
from a system perspective that takes all of these attributes into account. Policymakers 
cannot be expected to predict and respond to each individual security threat that might 
arise. Instead, policy needs to ensure that the overall resilience of the UK energy system is 
high enough to withstand disruptions as we implement the low carbon transition. 




